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Awareness Through Information Sharing

Incidents/Articles of Note:

e Keep your personal information safe in the New Year

e Planning To Donate To Tornado Victims? Be Aware Of Scammers

e BBB Scam Alert: Lookalike Websites Trick New Streaming Service
Subscribers

¢ 'Tis the season for student loan scam calls

¢ New Spoof Scam Involving Microsoft Office 365

e Watch For These Health Care Scams

e Make your donation count by avoiding end-of-year charity scams
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https://www.consumer.ftc.gov/blog/2021/12/keep-your-personal-information-safe-new-year?utm_source=govdelivery
https://www.10tv.com/article/money/consumer/be-aware-of-scammers-when-donating-to-tornado-victims/530-9a054862-6a30-476d-868c-fbe73e140f24
https://www.bbb.org/article/scams/26274-bbb-scam-alert-dont-fall-for-fake-streaming-service-activation-prompts
https://www.consumer.ftc.gov/blog/2021/12/tis-season-student-loan-scam-calls?utm_source=govdelivery
https://www.wahpetondailynews.com/a-new-spam-scam/article_25f1b932-5f78-11ec-9c89-338a93251a21.html
https://www.bbb.org/article/news-releases/14295-bbb-warning-beware-medicare-and-aca-scams-during-open-enrollment
https://www.consumer.ftc.gov/blog/2021/12/make-your-donation-count-avoiding-end-year-charity-scams?utm_source=govdelivery

- Tools and Resources -

Podcast | FBI

Holiday Scams Re-Visited

Resource | Office of the Comptroller of The
Originally released last year, our advice Currency

Office Of The Comptroller Of
The Currency

in this Podcast to help you shop safely
hasn't changed.

This year, we want to share updated Criminals are constantly thinking up
numbers from the FBI's Internet Crime ways to get access to your financial
Complaint Center, or IC3, which puts information or to get cash from you or
out an annual report using the your account. Arm yourself with the
information they receive from the public information you need to protect yourself
about scams online. from these scams.

In 2020, non-payment or non-delivery
scams cost people more than $265
million. That’'s a 35% increase from
2019. Credit card fraud accounted for
another $129 million in losses, a 29%
increase from 2019.

This is an open-source product. Redistribution is encouraged.
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https://www.fbi.gov/news/podcasts/inside-the-fbi-holiday-scams-revisited-121621
https://www.occ.gov/topics/consumers-and-communities/consumer-protection/fraud-resources/types-of-consumer-fraud.html
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https://fusion.vsp.virginia.gov/shield-signup
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https://staffordshield.com/
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://www.louisacounty.com/2352/Shield
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.



